Operating System

Automatic Certificate Request for Computers

Beta 3 Technical Walkthrough

Abstract

This technical walkthrough guides you through the series of steps that use the Microsoft Management
Console (MMC) Group Policy snap-in to configure automatic certificate requests for computers in a
Microsoft® Windows® 2000 domain.

Certificates are issued to a computer for use with public-key security-system services and applications.
For example, Internet Protocol Security (IPSec) can use certificates to authenticate and communicate
securely with remote computers.
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INTRODUCTION

This technical walkthrough guides you through the series of steps that use the
Microsoft Management Console (MMC) Group Policy snagn to configure automatic
certificate requests for computers in a Microsofd Windows® 2000 domain.

Certificates are issuedto a computer for use with public-key security-system

services and applications. For example, Internet Protocol Security (IPSec) can use
certificates to authenticate and communicate securely with remote computers.
Automatic certificate requests for computes allow the administrator to request
certificates from Windows 2000 Certification Authorities running Enterprise policy for
all computers in a domain or Organizational Unit (OU) from a single point.

Prerequisites
This technical walkthrough assumes the fdlowing environment:

You have installed Windows 2000 build 1943 or later in a Windows 2000
domain.

You are a domain administrator or the administrator of the local computer.
You are running this walkthrough on a domain controller.

There is a Windows 2000 Certification Authority running Enterprise policy in the
domain.
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SETTING UP AN In this example you will create automatic certificate requests in the default Group
AUTOMATIC Policy Object (GPO) using the Group Policy snapin.

CERTIFICATE REQUEST

To create automatic certificate requests
FOR COMPUTERS

1. Start the Active Directory™ directory service Users and Computers snapin.

't dse - [Active Directery Users amd Computers [KELYINEE. kehimy, mit s I (=S
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n: _:ETHW::'" | Tect CU Orgenzationa Lnk
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I

2. Right-click the kelviny domain node, and click Properties to start the
properties dialog box.
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kelviny Properties ﬂﬂ

General I Managed By Group Policy |

& Current Group Policy Object Links far kelvinyg

Group Paolicy Object Links | Mo Overide | Dizabled |

@ Domain EFS Recovery Policy
@ Default Domain Policy

Group Policy Objectz higher in the list have the highest priority.
Thiz lizt obtained from the primary domain controller.

Mew | aga. | Edi | U

Lptions.. | [elete., | Eroperties | [t |

[ Block Palicy inheritance

Cance| | Apply |

By default, Windows 2000 creates two Group Policy Objects for the domain.
Select the Default Domain Policy GPO and click Edit. This starts the Group

Policy snap-in.

Expand the node hierarchy and locate theAutomatic Certificate Requests
node under Computer Configuration
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':m gpedit - ["Default Domain Policy™ Policy]
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Computer Configuration
(L7 software Settings
EID Windows Settings
B- @ Security Settings

f-iZel Account Policies

# Local Policies

=8 Ewenk Log

7-_& Restricted Groups

f-_8 System Services

i-_8 Registry

78 File System

f-[& Active Directory Ohjects

s g

g IO o O s O e IO O g IO o O o O e

-] Public Key Policies

=]

]@ IP Security Policies on Active Direckory

D Encrypted Data Recovery Agents

Mame

@Computer Configuration
@User Configuration

[:Il.ﬂ.utomatic Certificate Request Settings

D Enkerprise Trusk
Scripts (Starkupy Shukdown)
[ Administrakive Templates

r'|-|--z¢ﬁ User Confiauration
1

(2 Trusked Rook Certification Autharil

o
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5. Right-click the Automatic Certificate Request Settingsnode.

J Ackion  Wew |J = =) |

':m gpedit - ["Default Domain Policy" Policy]

@ 'Default Domain Palicy” Palicy:
= @ Computer Configuration

+ -7 software Settings
=111 Windows Settings

: L——_I@ Securiby Settings
-2 Account Policies
Local Policies

i Ewvent Log

28 Restricked Groups
@ Syskem Services
L8 Registry

29 File System

ED Public Key Policies

{8 Active Directory Ohjects
@ IP Security Policies on Ackive Directory

[:i Encrypted Data Recovery Agents

=10 x|
| | Mame I
Computer Configuration
@User Configuration

a Aukamakic e

(7 Trusted Roal
[ Enkerprise Tt
Scripts (Startup/Shul

jnﬁ User Configuration
4

Help
[-[_ 1] Administrative Templates——————

1
Automatic Certificate Request...

-l

|[Creates a new object in this container,
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6. Onthe New menu, click Automatic Certificate Requestand then click Next.

Automatic Certificate Request Setup Wizard x|

Welcome to the Automatic
Certificate Request Setup
Wizard

Thiz wizard helpz to zet up an automatic certificate request
for uzers or machines.

An automatic certificate request allows the administrator to
zpecify for his users and computers what tepes of certificate
to get, withaut anw uzer intervention,

The nest time the user logs on, the certificates will be
available for immediate uze.

Click Mext to continue.

Cancel I
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7. Select the certificate template to use in the request. In this example, you should
select Computer.

Automatic Certificate Request Setup Wizard

Certificate Template

A certificate based on the selected kemplate will be automatically requested the
nexk time a user ar campuker lags on,

A cerificate template iz a zet of pre-defined properties for cedificates izsued to users
and cormpters.

Certificate templates:

Hame | Purpozes Allowed -
Computer Client Awuthentication, 5erver Authentice
Diomain Controller Client Authentication, Server Authenticz
IPSEC End System 1361558821

IPSEC End System [Offline request] 1.2E1558821

PSELC Tunnel 1361558822

IPSEC Tunnel [Dffine request) 1.2B165B822 b
Root Certification sutharity <Al
ﬁ;bordinate Certification Authority Le1) | "I
4 3

< Back, I Mext = I Cancel |
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8. Select the certification authorities (CA) on the Windows2000 domain to send
the certificate request. In this example there is only one CA available on the
domain. An enterprise may have more than one CA. Note that CAs not running
Enterprise policy will not appear on this list. ClickNext.

Automatic Certificate Request Setup Wizard

Certification Authority
The certificate request is sent to a CA responsible Far issuing the bvpe of
certificate you will select on the necxt dialag,

Select one or more certificate authorities to process the certificate request.

Certificate autharities:
Wik ekvirty-Root

Mate: Only one CA processzes a request. Selecting muliple Caz distibutes the
processing load based on the availability of a CA

< Back, I Mext = I Cancel
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9. Click Finishto create the automatic certificate request. The request for the

certificate will take place when the GPO refreshed on the client.

Automatic Certificate Request Setup Wizard x|

Completing the Automatic Certificate Request
Setup Wizard

r'ou have succezsiully completed the dutomatic Certificate
Request Setup Wizard.

'ou can view pour selected certificate templates and
certificate authorities below,

Mame IPSEC Tunnel
Certification Authorities K.elwint'-F oot
4 i i

< Back, I Finish I Cancel |

Viewing a Certificates Store
To verify that a certificatehas been issued for the computers in the domain, you can
use the Certificates snapin to view a computer’s certificate store.

To view a certificate store

1. Start the Microsoft Management Console (mmc.exe) by clickingRun on the
Start menu. Then type in mmc.exe and click OK.
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2.

il iii Consolel - [Console Root] i

|||

e

[k

Console  Window  Help
=1

P [ B
N2 = =S

I ChrlHM
Jpen... Chrl+
Save Chrl+5
Save As..

AddjRemove Snap-in... ChrlM

Options, ..

1 Certification Authority  msc

Z E VW INNTSOswskem32idsa. me
3 EVWINMTSON. . \comprgmt. msc
4 EAWINMTSO), . \certsry. msc

Exit.

On the Console menu, click Add/Remove Snap-in.

Add/Remove Snap-in

Standalone | Extensions I

Uze this page to add or remove & standalone Snap-in fram the consale.

Shap-inz added to: I@

2|

|

— Dezcription

Add... Bemayve

Shout.. |

o]

Zancel

3. Click Add to select a snapin.

10
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Add Standalone Snap-in 21x|

Ayailable Standalone Shap-ing:

Snap-in | Wendaor lA
e’]ﬁhctive Directory Domaing and Trustz Microsoft Corporation

B2 Active Directorny Schema Manager ticrozoft Carporation
@Active Directony Sites and Services ticrogoft Corporation e

@Aclive Directory Uzers and Computers  Microzaft Carporation

Q Certificate Services Manager ticrogoft Corporation
4 ticrogzoft Corporation
@ Caormpanent Services Explarer tdicrosoft Caorporation
Q Computer Management ticrogoft Corporation
‘% Device Manager tdicrozoft Carporation
m Disk Defragmenter Executive Software Inte... L‘

— Dezcription

The Certificates shap-in allows pou to brovese the contents of the
certificate stores for yoursell, a service, or a computer.

Add Cloze

4. Click Certificates to add the Certificates snapin.

Certificates snap-in y 5!

Thiz znap-in will always manage certificates for:

" My uzer account

" Service account

< Back: I Mext = I Cancel

5. Select Computer accountto manage certificates for a computer. ClickNext to
continue.
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select Computer x|

Select the computer you want thiz Snap-in to manage.

Thig znap-in will always manage:

¢ | ocal computer: [the computer this console is running on)

" Another computer: I Brawse. |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you zave the console.

< Back Cancel

6. Select the computer by typing the name of the computer. ClickFinish to
continue.

7. Expand the hierarchy on the left side.

"a Comsaide L - [Cansole Rook' Certilicates {Local Compuber] P eraonaliCertificates) =10 X

Ty comsde  wides peb = = RS0 . T

|| gon wen || = mij@| & O] X F | 2

i Corecka e Iz Ta | trmedEx | Evpration Ozke | Inter

| B 5P CertFiate s [Local Conpuber [ T— Ebeir-Fromi L0 <Al
&2 Persoral : P 0 1.3

| Gt
%20 Trusted Roct CertFicstion author
+- ] Erkerpree Tros:
w1 Irbmrmed e Corkificakion Author
-1 REGILEST
g §- s
[ — 1 | k1 — L}

Persoral slore corkains 2 certloates,

8. The certificate with the intended purpose 1.3.6.1.5.5.8.2.2 (IPSec Tunnel) is the
certificate that was automaticallyrequested by the computer and issued by the
Enterprise Certification Authority. Doubleclick the certificate to view it in details.
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General | petails | Certification Path |

=1 Certificate Information

This certificate is intended to:
+1.361.508822

lzsued to:  KELYIMYZ kelvingnttest microzoft. com
lzsued by:  Kelviny'-Foot

Valid from 12/3/38 to 12/8/00

@ You have a private key that corresponds to thiz certificate.

|szuer Statement. . |
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com/.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported via the
appropriate bug reporting channel and alias. Please mke sure to adequately
describe the problem so that the testers and developers can reproduce it and fix it.
Refer to the Release Notes included on the Windows2000 Beta 3 distribution
media for some of the known issues.
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