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Backup and Recovery of the Distributed Services:
Active Directory, Certificate Server, and File Replication

Beta 3 Technical Walkthrough

Abstract

This paper introduces you to disaster recovery and the distributed services for the Microsoft®
Windows® 2000 operating system using the Windows 2000 backup utility, Windows NT Backup. The
Windows 2000 distributed services discussed in this paper include the Microsoft Active Directory™
directory service, Certificate Server, and File Replication Service.

In this walkthrough, you perform a full system backup to any of the media types supported by
Windows NT Backup, fault the server by reformatting the system, reinstall Windows 2000, and then
recover the server’s functionality by restoring from the backup device.



© 1999 Microsoft Corporation. All rights reserved.

THIS IS PRELIMINARY DOCUMENTATION. The information contained in this
document represents the current view of Microsoft Corporation on the issues
discussed as of the date of publication. Because Microsoft must respond to
changing market conditions, it should not be interpreted to be a commitment on the
part of Microsoft, and Microsoft cannot guarantee the accuracy of any information
presented after the date of publication.

This BETA document is for informational purposes only. MICROSOFT MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

Microsoft, Active Directory, Windows, the Windows logo, and Windows NT are either
registered trademarks or trademarks of Microsoft Corporation in the United States
and/or other countries. Other product or company names mentioned herein may be
the trademarks of their respective owners.

Microsoft Corporation « One Microsoft Way « Redmond, WA 98052-6399 « USA
0599



CONTENTS

INTRODUCTION ...
Prerequisites
Walkthrough Scenarios

BACKING UP THE SERVER ...................
System Requirements

RECOVERING FROM SERVER FAILURE
Simulating Server Failure

Reinstalling the Operating System

Restoring the Server

Verify Active Directory Restoration

AUTHORITATIVE RESTORE ..................
Authoritative Restore of the Active Directory
Authoritative Restore of File Replication Service

FOR MORE INFORMATION .........cccceeaeee.
Before You Call for Support
Reporting Problems

o O OO







INTRODUCTION

This paper introduces you to disaster recovery and the distributed services for the
Microsoft® Windows® 2000 operating system using the Windows 2000 backup
utility, Windows NT Backup. The Windows 2000 distributed services discussed in
this paper include the Microsoft Active Directory™ directory service, Certificate
Server, and File Replication Service.

In this walkthrough, you perform a full system backup to any of the media types
supported by Windows NT Backup, fault the server by reformatting the system,
reinstall Windows 2000, and then recover the server’s functionality by restoring from
the backup device.

Prerequisites
Prior to attempting this walkthrough, you must have installed the Beta 3 release of
Windows 2000 Server (including the Active Directory) on a server in your network.

You must then populate the Active Directory with users and groups. Refer to the
Configure Your Server wizard for information about adding objects such as users,
groups, computers, volumes and printers to the Active Directory.

Walkthrough Scenarios
This document walks you through the following tasks:

Use the Windows NT Backup utility to create a
media set and back up the Distributed Services
(Active Directory, Certificate Server, and File
Replication Service).

Backing up the server

Remove the Active Directory service from the
domain controller by reformatting the system.
Then reinstall the Windows 2000 Server
operating system. The disaster recovery
scenario supports replacement of the failed
domain controller with a standalore or member
server with the same hardware configuration
(network, video, disk volumes) and name as the
failed domain controller.

Recovering from serverfailure

Restore the server from backup media, and
restart the server in normal operational mode.

Start the server in Directory Services Repair
Advanced Options — repairing Mode to verify that the Active Directory was
the server restored. Perform Authoritative Restore of the
Active Directory and File Replication Service.
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BACKING UP THE

Windows NT Backup offers three wizards to smplify backup and restore operations:

SERVER The Backup wizard takes you through the steps to perform a system backup.
The Disaster Recovery Preparation wizard allows you to prepare a set of
Disaster Recovery disks that can be used to fully recover a failed sysm.

The Recovery wizard takes you through the steps to recover a system.
In this walkthrough, the Backup wizard is used to back up the entire server. You
then manually restore the system without using the Restore wizard.
This version of Windows NT Backup supports backup and recovery operations from
the local computer only. You cannot perform backup and recovery of the Active
Directory on a remote computer.
System Requirements
In this procedure, Windows NT Backup is used to perform recovery between
computers with the same hardware configuration (disk volumes, graphics adapter,
network adapter) as the failed system.
To back up the system
1. Log on to the Windows NT Server Domain Controller using an account that has
Administrator or Backup Operator privileges. Ifyou log on using an account that
does not have these privileges, you cannot back up the Active Directory.
2. Start the Windows NT Backup wizard. From the Start menu, point to
Programs, then point to Accessories, and then click Backup.
%= Backup - [Untitled] [- O[]
Job  Edt  Wiew Tools Help
'Welcomefg Backup | Restore | Schedulednhs!
Welcome to the Backup and Restore Wizards
These wizards help vou select the data you want to backup, archive, or restore.
g Backup Wizard
@ e e e
e patential computer or network disasters
e A d System R vy P ion Wizard
% Creates a backup of your system, and saves to a diskette information
m':m_ hecessany to restore pour system in the event of a major sestem failure.
e Restore Wizard
f_fﬁi S e
Figure 1. Backup Wizard
3. Click the Backup Wizard button to start the backup process.
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Backup Wizard E1E3

Welcome to the NT Backup
Wizard

#  Thiz wizard will help pou create a backup copy of pour data
8 in order to quard against hardware failures or accidental
§ erasure.

g Llick MNext to continue,

< Back I Mesxt » I Cancel

Figure 2. The Backup Wizard

Click Next.
Select Back up everything on my computer.

Select the destination media. If you have a tape backup unit installed, you can
select that. This example uses a backup file on the disk system.

Backup Wizard 2]

where to Backup
The selected drives, folders, and filez will be stored on the media in the destination
you zelect,

Choose a destination for pour system backup, and the name of
the media to receive the backup data.

Backup destination:
|File ¥

Backup media or file name:

|.~‘-‘«:\B ackup.bkf Browse... |

¢ Back Meut » Cancel

Figure 3. Specify Where to Backup
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7. Create a backup file. In this example the file name ibackup.bkf.

Backup Wizard [ ]
Where to Store the Backup
Your backed-up data is stored on the media in the destination wou specify,
4.0

Choosze a media type for your backup, and then enter the name of the media to receive
the backup data.

Backup media bype:

Filz .:'.g

< Back a Mext = E Zancel

Figure 4. Name the backup file

8. Specify your media options. This example creates a new backup and overwrites
any data that is present on the backup media.

Backup Wizard [ ]

Media Options
You can specify whether to ovenwrite data, and whether to restrick access to i
wour data. - e

= If the archive media alieady containg backups——————— o

| " Append this backup ta the media

' {* Beplace the data on the media with this backup

The follawing aption applies ta all backups made to the media
and it iz available anly if pou are replacing the current content
on the media.

[ Allowe only the owner and the Sdministrator access to the
backup data and to any backupz appended to this media

Figure 5. Media options
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9. Complete the remaining wizard screens, and begin the backup operation. A
progress indicator shows the status of the backup operation.

backupprogress R3]

Device: IS_I,Istem State

Media narme: IMedia created 12/13/33 at 1:55 P

Status: IEacking wp files from disk...

Frogiess: EERERRERRNRRERERNERENR
Elapzed: E stimated remaining:

Tirne: | 10 min., 43 sec. | 1 min., 56 sec.

Processzing: |System StatehBoot Files\MTDETECT.COM

Proceszsed: E stimated:
Files: | 5931 | £.029

Bytes: | 195422651 | B06.593.503

Figure 6. Status indicator

You have now successfully kacked up the system, including the Active Directory,
File Replication Service, and Certificate Server.
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RECOVERING FROM
SERVER FAILURE

This procedure simulates a failed domain controller and walks you through the
recovery process. First, you reinstall the Wndows 2000 Server operating system.
Once you have reinstalled the operating system, you can use the backup set to
restore the system to its state prior to the failure.

Simulating Server Failure
To simulate server failure, reformat your hard drive.

Reinstalling the Operating System

Refer to the instructions contained in the beta release to reinstall the Windows 2000
Server operating system. Ensure that you reinstall the Windows 2000 Server
operating system on the same drive and volume that were used previasly.

Once you have reinstalled the operating system, continue with the next steps to fully
recover the failed server.

Restoring the Server

Use your system backup media to restore the server. The restore process recovers
the Windows 2000 Server operating system configuration, the Active Directory
including database and registry settings, the Certificate Server database files, and
the File Replication Service.

Once the restoration is completed, an optional step is to restart in Directory Service
Repair Mode and verify that the Active Directory database has been restored. This
process is covered later in this document.

You can then restart the server in normal operational mode. The system
automatically performs a series of steps to ensure data integrity. The étive
Directory database files undergo an automatic consistency check, and are re
indexed. Both the Active Directory and File Replication Service are brought up to
date from their replication partners using the standard replication protocols for each
of those services.

You can verify the success of the restore process by checking that the Active
Directory, Certificate Server, and File Replication Services are operational.

To use Windows NT Backup to restore the server

1. Start Windows NT Backup: from the Start menu, point to Programs, then point
to Accessaories, and then click Backup.

2. Click the Restore Wizard button on the Welcome page.

3. Create a catalog. To build the catalog, rightclick the File icon, and then select
Catalog File.
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iR estore Wizard l

| What to Restore
| ¥ou can restare any combination of drives, folders, or files,
i =

|mpart File... |

M arie |

Mo entries found.

< Back I Mext = I Cancel

Figure 7. The Restore Wizard

Use the browse dialog to locate the backup set that you created previously. In
this example, the file is calledbackup.bkf.

Backup File Name 2

Enter the path and file name of the backup file pou
want ta catalog.

M__Efnu:el i

Catalog backup file:
c:hBackup.bkf Browsze. . _;

Figure 8. Locate the backup file

Ensure that all of the volumes and System State options are selected. fie
System State refers to the distributed services components—-the Active
Directory, Certificate Server, and File Replication Service.
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7.

Restore Wizard

What to Restore
You can restore any combination of drives, folders, or files.,
= S

Impart File. . |

| setMo. | C
1 12M18/98 5
2 12118985

[zl D: B4 5 System State 3 12MHEE
B Svstem State

1 | ol | |

< Back I Mexk = I Zancel I

Figure 9. Select the volumes and System State

Select the backup media name for the restore operation. In this example, Wwere
the backup media was a disk file, the backup file calledbackup.bkf which was
created during the previous backup operation is selected.

Enter Backup File Name 2

Enter the path and filz name of the backup file pou
want to restore.

tedia name: Media created 12418493 at 5:20 PM Cancel !
Media number: 1 ;

Restaore from backup file;

c:hBackup.bkf Browsze. . ;

A em— s s e )

Figure 10. Enter the backup file name

Click OK and continue through the restore process. A visual progress indicgor
is displayed.

8
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Verify Active Directory Restoration

After the restore is completed, you can either restart the server in normal operation
mode and perform basic verification or continue with the advanced verification. Both
processes are explained below.

To perform basic verification

1.

Once the restore operation has completed, restart the computer in normal
operational mode. The Active Directory and Certificate Server automatically
detect that they have been recovered from a backup. They perform an integfy
check and re-index the database.

After you can logon to the system, browse the directory. All of the user and
group objects that were present in the directory prior to backup should be
restored. Similarly, files that were members of a File ReplicatiorService replica
set and certificates that were issued by the Certificate Server should be
present.

To perform advanced verification

Note The following procedure introduces an advanced option, which is not normally required for
normal recovery operations. Incorrect usage of the utility described in this section can corrupt the
Active Directory database, requiring you to restore the database from backup to ensure reliable

operation.
1. Immediately after performing the restore operation, restart the server andelect
Directory Service Repair Mode from the boot menu.
2. Once the system has started, log on using the standalone server administrator
account.
3. Verify that the Active Directory is in a state consistent with having been
recovered from a backup. To do this,check for a specific registry key.
Start Registry Editor: from the Start menu, click Run, and then type
Regedit
4. Click OK.
5. Select the registry key
HKEY_LOCAL_MACHINE\
SYSTEM\
CurrentControlSet\
Services\
NTDS
6. Check that thereis a subkey calledRestore In Progress. This key is

automatically generated by Windows NT Backup, and indicates to the Active
Directory Service that the database files have been restored and that Active
Directory Service should perform a consistency checkand re-index the next
time the directory is started. This key is automatically removed upon completion
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10.

of this check. DO NOT ADD or DELETE this key.

Use the NTDSutil.exe utility to check for the recovered Active Directory
database files. From theStart menu, point to Programs, and click Command
Prompt. At the command prompt, type

NTDSUTIL

At the NTDSUTIL prompt, type

Files

At the file maintenance prompt type
Info

If the Active Directory files have been recovered successfully, you should see
list information similar to that shown below.DO NOT SELECT ANY OTHER
OPTIONS.

mmand Pro
D:~>ntdsutil
ntdsutil: files
ifile maintenance: info
iDrive Information:
. GC:\ PAT freedi.8 Gh> totald{i.? Gh>
Dz NIFS free{i.l Gh> total<l.? Gh>
E:\ NIFS freed254.4 Mh> totald781.3 Mh>
Information:
Datahase SUINNTSNTDSsntds.dit — 18.1 Mb

“WINNI“NTDS
SMINNTSNIDE — 4@8.1 Mb total
¥ .6 Kb

Working dir:
Log dir

D
Backup dir : g'\HINNT\NTDS\dsadata .hak
D:

resl.log — 13 a Hh
ntds.pat — 16.8 K
edhBBBB] . log — 1B a Mh
edb.log — 18.8 H
edb.chk - 8.8 Kh

ifile maintenance: guit

n dsutil: gquit

Figure 11. Verification of Active Directory recovery

Once you have confirmed that the Active Directory has been restored from the
backup and that the registry keys are present, restart theserver in normal
mode.

When the computer is restarted in normal mode the Active Directory automatically
detects that it has been recovered from a backup and performs an integrity check
and re-indexes the database. Once you can log on to the system, you shald be
able to browse the directory. All user and group objects that were present in the
directory prior to backup should be restored.

10
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AUTHORITATIVE When there are replica domain controllers, the Active Directory replicates directory

RESTORE objects (such as users, groups, organizational units, and computers) among all
domain controllers in that domain. Similarly, the File Replication Service replicates
files present in replica sets with other servers that are hosting the same replica sets.
For example, Graup Policy files and logon and logoff scripts are replicated between
all domain controllers that use the SYSVOL replica set.

The default mode for data recovery as performed in the previous sections ison-
authoritative. That means that the restored server$ brought up to date with its
replicas through the normal replication mechanism. For example if a domain
controller was restored from a backup tape that was two weeks old, once it was
restarted, it would be brought up to date with respect to its partners ging the
normal replication mechanism.

There may be a requirement to perform anauthoritative restore. For example, if an
administrator inadvertently deleted an organizational unit containing a large number
of users and the server was restored from tape,tiwould be brought up-to-date—
including the inadvertent deletion of the organizational unitif the default non
authoritative restore was used. Again, if a file that was replicated with the File
Replication Service was inadvertently modified or deleted, a nrmal (non-
authoritative) restore would not recover the file to its original state, as replication
would bring it to the current modified or deleted state.

Authoritative restore allows the administrator to recover a domain controller, restore
it to a speciffic point in time, and mark objects in the Active Directory and files in the
File Replication Service as being authoritative with respect to their replication
partners. This prevents accidental deletions or modifications from recurring when
the data is regored.

Authoritative Restore of the Active Directory

In this procedure, you should assume that the administrator has inadvertently
deleted the Marketing organizational unit in the domain called Antipodes.com. (Note
that this procedure assumes that you haveconfigured your directory following the
examples described in the walkthrough document tittedAdvanced Management of
the Active Directory.)

After restoring the domain controller as described in the previous section, perform
the following steps.

To perform authoritative restore

1. Start Windows NT Backup: from the Start menu, point to Programs, then point
to Accessories, and click Backup.

2. Select the Restore Wizard, from the Welcome page.

3. Select the drive, directory, and files that you want to authoritativelyrestore. In
this example, the system directory is DAWINNT. The group policy files are
located in the directory SYSVOL.
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4. Select Advanced Options

5. Atthe NTDSUTIL Authoritative Restore prompt, type
Restore Subtree OU=Marketing,DC=Antipodes,DC=COM

6. Exit from NTDSUTIL.

ommand Prompt

>ntdsutil
ntdsutil: authoritative restore
?uthoritatiue restore: pestore subtree ou=Marketing.dc=antipodes.dc=com
bpening DIT database... done.
The current time is 12-18-98 18:21.13.
t recent database update occured at 12-18-98 18:28.19.
lnc1eag1ng version numbers by 108080 .

Countlng records that need wpdating...
found: ABABABABAAG

Updatlng records. .
Becord“ remaining: BBBBBBBBBB

Successfully updated 6 records.
:uthoritatiue Restore completed successfully.

uthoritative restore: guit
tdsutil: gquit

Figure 12. Authoritative Restore

Authoritative Restore of File Replication Service
In this example, the administrator has inadvertently deleted the logon scripts for the

marketing organizational unit in the domain calledAntipodes.com. The logon script
is called mktglogon.vbs.

All that is required is that you restore the correct version of the logon script while the
File Replication Service is operational.

To perform an authoritative restore of the File Replication Service

1. Start Windows NT Backup: from the Start menu, point to Programs, then point
to Accessories, and click Backup.

2. Select the Restore Page, and navigate through the directories and files to
locate mktglogon.vbs file
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= Backup - [Restore]
Job  Edit Wiew Tools Help

Welcomeg Backup FHestore EScheduleJobs

Llick to zelect the check box for any drive, folder. or file that you want to restore:
SR WINNT =] [Hame [ 5
5 B svsvoL & [ METGLO~T vBS T
= svsvol
B B2 antipodes.com
-3 Policies
£ (A0 {EAEBEIR097ET-11D2AICA D0

[ [

- EAC3 User

O3 Applications

Q23 Documents & Settings

=-FA 3 Seripts J

M3 Logoff
Rt -
Pt I
4 | » 4 | i
A=, Restore files to: It files already exist:
g T Do nat replace. 1
......f éDngmaI location _:_! 0 hot replace. Start Restore |

Figure 13. Authoritative Restore of the File Replicatiion Serv ice

3. Start the restore, and select theAdvanced Restore Options

4. Check the option to mark the data from restored replica sets as the primary (or
authoritative) data.

Advanced Restore Options

W Festore secuiity,
I Festore Femovable Storage Management database,

v Restore junction-points, anhd restare file and folder data under
[unction pointz to the ariginal location,

v Wwihen restoning replicated data zete, marke the restored data asé

the primary data for all replicaz.
(] g Cancel

Figure 14. Select primary data

Once the restore has completed, the restored mktglogon.vbdile is replicated to the
other replicas using the normal File Replication Service protocol.
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com/.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft cannot respond to questions you
might have regarding specific step and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 should be reported via the appropriate bug
reporting channel and alias. Please make sure to adequately describe the problem
so that the testers and developers can reproduce it andix it. Refer to the Release
Notes included on the Windows 2000 Beta distribution media for some of the known
issues.
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