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Abstract
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CryptoAPI architecture in Windows 2000.
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INTRODUCTION

The Encrypting File System (EFS) included with the Microsofte Windows® 2000
operating system is based on publickey encryption and takes advantage of the
CryptoAPI architecture in Windows 2000. Each file is encrypted wsing a randomly
generated file encryption key, which is independent of a user’s public/private key
pair; thereby stifling many forms of cryptoanalysisbased attack.

File encryption can use any symmetric encryption algorithm. The release of EFS
uses the Data Encryption Standard X, or DESX (128 bit in North America and 40 bit
International) as the encryption algorithm. Future releases will allow alternate
encryption schemes.

EFS supports encryption and decryption of files stored on local drives as well as
those stored on remote file servers.

Note: In the case of remote servers, you can encrypt files and folders on the server but your data is
not protected if you access a file over the network. Windows 2000 provides network protocols such as
Secure Sockets Layer/Private Communication Technology (SSL/PCT) to encrypt data access over the
network.

User Interaction

The default configuration of EFS allows users to start encrypting files with no
administrative effort. EFS automatically generates a publiekey pair andfile
encryption certificate for file encryption for a user the first time a user encrypts a file.

File encryption and decryption is supported per file or for an entire folder. Folder
encryption is transparently enforced. All files (and folders) created i folder

marked for encryption are automatically encrypted. Each file has a unique file
encryption key, making it safe to rename. If you rename a file from an encrypted
folder to an unencrypted folder on the same volume, the file remains encrypted.
However, if you copy an unencrypted file into an encrypted folder, the file remains in
the state that it was in—in this case the file remains unencrypted. Commandline
tools and administrative interfaces are provided for advanced users and recovery
agents.

You don't have to decrypt a file to open it and use it. EFS automatically detects an
encrypted file and locates a user’s file encryption key from the system’s key store.
Since the key storage mechanism is based on CryptoAPI, in the future, users will
have the flexibility of storing keys on secure devices, such as smart cards.

The initial release of EFS does not support file sharing. However, the EFS
architecture is designed to allow file sharing between any number of people by the
simple use of their file encrygion certificates. Users can then independently decrypt
files using their own private keys. Users can be added easily (if they have a
configured public key pair) or removed from a group of permitted sharers.

Data Recovery
EFS provides built-in data recovery support. The Windows 2000 security
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infrastructure enforces the configuration of data recovery keys. You can use file
encryption only if the system is configured with one or more recovery keys. EFS
allows recovery agents to configure public keys that araised to recover encrypted
data if a user leaves the company.Only the file encryption key is available using
the recovery key, not a user’s private key. This ensures that no other private
information is revealed to the recovery agent.

Data recovery is inended for business environments where the organization
expects to be able to recover data encrypted by an employee after an employee
leaves or if file encryption keys are lost.

The recovery policy can be defined at the domain controller of a Window000
domain. This policy is enforced on all computers in that domain. The recovery policy
is under the control of domain administrators who can delegate this to designated
data security administrator accounts using Windows2000 directory service
delegation feaures. This provides strong control and allows flexibility regarding who
is authorized to recover encrypted data. EFS supports multiple recovery agents by
allowing multiple data recovery certificates configurations. These features provide
organizations with redundancy and flexibility in implementing their recovery
procedures.

In the default Windows 2000 installation, when the first domain controller is set up,
the domain administrator is the specified recovery agent for the domain. The way
the domain administrator configures the recovery policy determines how EFS is
implemented for users on their local computers. The domain administrator logs on
to the first domain controller to change the recovery policy for the domain. Table 1
helps you see the effect on ugrs of several recovery policy configurations.

Table 1: Effect of Recovery Policy Configurations on Users

Default recovery
agent

Domain
administrator

Administrator of
local computer

No recovery agent

Effect on EFS
locally

EFS is available
locally

EFS is available
locally

EFS cannot be
used

Configuration

Recovery policy in
place configured
with designated
recovery agent(s)

No recovery policy
at the domain level

Empty recovery
policy

Action by domain
administrator

None required

Delete recovery
policy on first
domain controller

Delete every
recovery agent

EFS can also be used in a home environment. EFS automatically generates
recovery keys and selfsigned certificates when the local administrator logs on,
making the local administrator the default recoveryagent. Home users can also use
the command line tool to recover data using the administrator’s account. This
reduces the administrative overhead for a home user.
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The Walkthroughs
The remainder of this paper provides sample procedures that demonstrate therel-
user and administrative capabilities of Windows2000 EFS. These are intended for

use when evaluating EFS for your network. Please walk through these examples
sequentially.
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END USER
WALKTHROUGHS

Encrypting a Folder or File
When encrypting a folder or fik, you can use Windows Explorer or you can use the
command-line utility, Cipher.exe. Both procedures are described next.

To use Windows Explorer to encrypt a folder or file

1. Click Start, point to Programs, point to Accessories, and select Windows
Explorer.

2. Right-click the folder or file name, and chooseProperties.

Encrypted Files Properties |

General I'W'el:u Sharingl Sharingl Securit_l,ll

ﬁ, IEnu:r_l,lpteu:I Files

Type: File Folder
Location: Ot
Size: 512 KB [6.250 bytez)

Size on dizk:  E.00KE [E.144 bytes]

Containz: 2 File=, 0 Folders

Created: Today, March 21, 1999, 12:52:57 PM

Attributes: [ ﬁeadunl_l,i Advanced... |

k. I Cancel e 1

3. Onthe General tab in the Encrypted Files Properties dialog box, click
Advanced.
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Advanced Attributes |

i“hoose the settings you wank For Ehis Folder

When vau apply these changes wou will be asked if you
wank the changes to affect all subfolders and files as well,

—#archive and Index attributes

[ Folder is ready For archiving

W Index contents for Fast file searching

—Compress or Encrypk atkributes (mutually exclusive)

[” Compress contents to save disk space

v Encrypt conkents fo secure dats:

(o] 4 I Cancel

4. Onthe Advanced Attributesdialog box, selectEncrypt contents to secure
data and click OK. This returns you to the Encrypted Files Properties dialog

box.

5. Click OK on the Encrypted Files Properties dialog box.

6. You are asked to choose between encrypting the folder and all its contents or

just the folder itself. If the folder is empty, choose to encrypt the foldeonly,
otherwise choose the folder and its contents.

Confirm Attribute Changes I

Y'ou have chozen to make the following attibute changes:

encrypk

Lo pou want o apply these changes to this folder only, or do you
want to apply thern ko all zubfalders az well?

" Apply changes to thiz folder only

£ 4pply changes to thiz folder and all subfolders

] I Cancel

7. Click OK. A dialog box shows you the status of encrypting the folder or file.

Note It is recommended that you encrypt folders and not individual files. This is because many
existing applications are not aware of encryption and can therefore render the file in clear text.
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To use Cipher.exe to encrypt a folder or file

1.

2.

To encrypt the folder,D:\Encrypted Files, type
D:\>cipher /e /s:"D:\Encrypted Files"

Press Enter.

o encrypt new files [

[k
[
[
L

File Edit ‘“ew Favorites Tools  Help |ﬁ

J ¢S Back » = - | @Search 0 Folders @Histury ||:E iz =
J.ﬁ.gldress Ia D\Encrypted Files j o

y | &
e Documentl. ... Documentz, ...

Encrypted Files

[

Document1.doc
WordPad Document

Modified: Today at 1:00 PM
Size: 130 bytes

Attributes: Encryphed

|1 object(s) selected |13III bytes |@l My Compuker i

6
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Using an Encrypted File or Folder

If you are the user who encrypted a file, you can use that file as before. You can
open, edit, copy, and rename the file. If you arenot the user who encrypted the file,
you cannot do any of thase things and you receive anAccess Denied error
message if you attempt to access the file. Only the user who encrypted the file can
decrypt it—making it available again to others in its unencrypted (plain text) form.

With an encrypted folder, if you had acess to that folder before it was encrypted,
you can still open it. Folders are only marked as encrypted so that all files in them
are encrypted as they are created, and subfolders are marked encrypted at
creation.

Note An encrypted folder can be decrypted only by the user who encrypted it.

Decrypting a Folder or File

As with encryption, you can use Windows Explorer or a commandline utility to
decrypt a folder or file. Both procedures are described next. Note that you do not
need to decrypt a file to @en the file and edit it. Decrypt a file that you want to make
accessible to others.

To use Windows Explore to decrypt a folder or file

1. Click Start, point to Programs, point to Accessories, and select Windows
Explorer.

2. Right-click the folder or file name,and chooseProperties.
3. Onthe General tab for Properties, click Advanced.

4. Onthe Advanced Attributesdialog box, clear theEncrypt contents to
secure data checkbox and click OK.

5. Click OK on the Encrypted Files Properties dialog box.

6. You are asked to chose between decrypting the folder and all its contents or
just the folder itself. The default is to decrypt the folder only.

7. Click OK.

To use Cipher.exe to decrypt a folder or file

1. To decrypt the folder, DAEncrypted Files, type

C:\>cipher /d /s:"C:\Encrypted Files"
2. PressEnter.

Copying an Encrypted Folder or File

The following explains the procedures and limitations for copying encrypted folders
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or files on the same volume and from one volume to another.

To copy afile or folder on the same computer fromone NTFS for
Windows 2000 location to another NTFS for Windows2000 location. Copy
the file or folder as you would an unencrypted file. Use Windows Explorer or the
command prompt. The copy is encrypted.

To copy afile or folder on the same computer from &a NTFS for

Windows 2000 volume to a FAT file format volume Copy the file or folder as
you would an unencrypted file. Use Windows Explorer or the command prompt.
Because the destination file system does not support encryption, the copy is in
clear text.

To copy afile or folder to a different computer where both use the NTFS
for Windows 2000. Copy the file or folder as you would an unencrypted file.
Use Windows Explorer or the command prompt. If the remote computer allows
you to encrypt files, the copy is encrypted; otherwise it is in clear text. Note that
the remote computer must be trusted for delegation; in a domain environment,
remote encryption is not enabled by default.

To copy afile or folder to a different computer from an NTFS for
Windows 2000 location to a FAT or NTFS for Microsoft WindowsNT® 4.0
file format location. Copy the file or folder as you would an unencrypted file.
Use Windows Explorer or the command prompt. Because the destination file
system does not support encryption, the copy is inclear text.

Note If your original file was encrypted, Microsoft recommends that you use the File Properties,
Advanced option to confirm the status of the destination file.

Moving or Renaming an Encrypted Folder or File
The following explains the proceduresand limitations for moving encrypted folders
or files on the same volume and from one volume to another.

To move or rename a file or folder within the same volume Move the file as
you would an unencrypted file. Use Windows Explorer, the context menu, othe
command prompt. The destination file or folder remains encrypted.

To move afile or folder between volumes This is essentially a copy
operation. Review the previous section,Copying an Encrypted Folder or File.

Deleting an Encrypted Folder or File
If you have access to delete the file or folder, you can delete it as you could an
unencrypted file.

Note Deleting an encrypted folder or file is not restricted to the user who originally encrypted the file.

Backing Up an Encrypted Folder or File
The following explains the procedures and limitations for backing up encrypted
folders or files.

8
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Backing up by copying Backups created using theCopy command or menu
selection can end up in clear text, as explained previously in the sectionCopying
an Encrypted Folder or File.

Backing up using Backup in Windows2000 or any backup utility that
supports Windows 2000 features. This is the recommended way to back up
encrypted files. The backup operation maintains the file encryption, and the backup
operator does not reed access to private keys to do the backup; they only need
access to the file or folder to complete the task.

To use Backup to back up afile, folder, or drive

1. Click Start, point to Programs, point to Accessories, point to System Tools,
and then click Backup.

2. Click the Backup tab.

3. Select the drive, files, or folders that you want to back up.

& Backup - [Untitled] [_ O]
Job Edit Wiew Tools Help

Welcome Backup |Heslora| Schedule Jabs |

LClick to select the check box for any drive, folder o file that you want to back up.

=1 Desktop Name [ Tupe | Size | Modified [
Eg My Computer advanced bmp Bitmap Image: 46KE E/1/98 10:20 &M
M= CDRVE_C cipher.tat Text Docum... KB 5/29/98 1.00 PM
gsdrp-cnﬂ bmp Bitmap Image 14KB 5/29/98 1.20 PM
8 edrp-cm2. bmp Bitmap Image 14KB 5/29/98 1:20 PM
ﬁ encrypt.bmp Bitrmap Image: 3B5KB 5/29/98 12:63 PM
88 ﬁEEﬁ:CLEH B epopup.bmp Bitmap Image 4KE B/1/98 10:20 A4
DD WINNT gpup-up.bmp Bitmap Image A2KB 5/29/98 12.57 FM
: O& ~secuent 8 props.bmp Biitmap Image BOKE 6/1/9810:20 AM
ERm =
F-JE2 F: Wntbuilds'relea
-J52 G: Mpraenitg-dev’
3] % Netwarl: Neighbarhoad
O E—
| Backup destination: Backup options:
- Fil = Mormal backup. Summany lag. Start Back
I = J Some types excluded.

Backup media or filz name:

D wANNTAS TS TEM324Bac Browse.

ForHelp, press F1 |F|Is 7

4. Select the destination backup file name (for example, Encrypted.bkf). You can
use Browse to locate a pre-existing backup file.

| Backup destinatior: Backup options:
i' IF“E j Moimal backup. Summary log, Start Backup

Some types excluded,

B ackup media or file name:

Ic:\encryptedhles.bkﬂ Browse... |

For Help, press F1 |F\Ie &

5. Click Start Backup.

6. Click Backup to confirm the backup process. In theBackup Job Information
dialog box, make selections, and then clickStart Backup. When the backup
process is complete, clickClose in the Backup Progress dialog box.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Backup backs up the entire encrypted file, folderor drive to the backup file you
selected. This file can be copied to FAT media, such as floppy disks, and is secure
because its contents remain encrypted.

Restoring an Encrypted File or Folder

Restore operations parallel those used for backing up encrypteéiles. The following
explains the procedures and limitations for restoring backed up encrypted files to
the computer where the backup was performed and to a computer other than the
one where the files were backed up.

Restoring up by Copying Restored files created using theCopy command or
menu selection can end up in clear text, as explained previously in the section,
Copying an Encrypted Folder or File.

Restoring using Backup in Windows 2000 or any backup utility that supports
Windows 2000 features. This is the recommended way to restore encrypted files.
The restore operation maintains the file encryption, and the restoring agent doesn't
need access to private keys to restore the files. After the restoration is complete, the
user with the private key canuse the file normally.

To use Backup to restore a file on the same computer

1. Click Start, point to Programs, point to Accessories, point to System Tools,
and then click Backup.

2. Click the Restore tab.

3. Right-click File and select Catalog file...

% Backup - [Restore] [_ O[]
Job Edit Wiew Tools Help

Ws\cumel Backup Restorz |Schedu\eduhs|

Click to select the check box for any drive, folder, or file that pou want ta restare:
Name
Cd &l Media created 6/1/98 at 10:32 &M

f==., Restore files to: It files already exist:
g * o ; Do hot replace
_r IDng\na\ location j [#l Start Restore

For Help, press F1 [ 4

4. Enter the path to the backup file (for example, Encrypted.bkf).

5. Check the encrypted folder that needs to be restored. All its contents are

10

Microsoft Windows 2000 Beta 3 Technical Walkthrough



restored automatically.

% Backup - [Restore] [_[O]=]
Job Edit Wiew Taoolz Help

Welnnmel Backup Restore |Schadula.lnhs|

Click to select the check box for any dive, folder. o file that you want to restore:
T Name (= I EEa] Modiied |
- Media cieated 6/1/98 at | ] (1 Encrypted Files £/1/98 10:20 AM
E-EOE
‘-0 Encrypted File

6. Inthe Restore files tolist box, selectAlternate location

A1, Festore files to: If files already exist:
i i Do not replace:
_r IA\lemate lacation j OEIES Start Restars
Alternate locatior:

IC:\aItematedil Browse I

For Help, press F1 [File: 5

7. Inthe Alternate locationtext box, provide the name of the folder where you
want the encrypted material to be restored.

8. Click Start Restore.
9. Click OK to confirm the restore process.

10. Click OK to confirm the backup file. When the restore process is complete, click
Close in the Restore Progress dialog box.

The Restore Progress dialog box shows you the progress of the operation. You
can use the Properties of the folder to check that indeed it was restored encrypted.

Restoring Files to a Different Computer

If you want to be able to use encrypted fiés on a computer other than the one the
files were encrypted on, you need to ensure that your encryption certificate and
associated private key are available on the other system. You can do this either by
using a Roaming Profile or by manually moving yourkeys.

Using a Roaming Profile. Request that your administrator set up a roaming
profile for you if you don't already have oneOnce you have a roaming profile,
the encryption keys you use are the same on all computers that you sign on to
with that user account. Note that even if you use roaming profiles, you may
want to back up your encryption certificate and private key. However, if you do
lose the keys that enable you to decrypt a file, you can request the designated
recovery agent (by default the local @ domain administrator) to recover your
encrypted files.

Manually moving keys. Before you contemplate moving your keys manually,
you should back up your encryption certificate and private key. You can then
restore your certificate and key on a different sstem. Procedures are provided
next.

Microsoft Windows 2000 Beta 3 Technical Walkthrough 11



To back up your encryption certificate and private key

1. Start the Microsoft Management Console (MMC) by clickingStart, clicking Run,
and then typing mmc.

2. Onthe Console menu, select Add/Remove snap-ins...

'ifi Consolel - [Conzole Root]

Jﬁ Conzole  Mindow  Help

o Mew Chrl+r —
J T Open.. Crl+0

_ﬁ Save Chrl+5 —
El Save Az —

Add/Femove Snap-in... Ctrl+bd

Options...

1 D WINM T Sapetema2hdza
2 DWwRM TS ADesktophCerts
3 DAMWAMM T hepstem32hcomprngmt

E it
11. Click Add.
Add/Remove Snap-in EH I
Standalone | Extensionsl
Use thiz page to add or remave a standalone Shap-in fram the conzale.
Snap-ing added to: j
— Description
q Hemoye bt |
oK I Cancel |

12. Locate the Certificates snap-in, and click Add. Select the account you want,
and then click Finish. Click Close.

12  Microsoft Windows 2000 Beta 3 Technical Walkthrough



Add standalone Snap-in |

Axailable Standalone Snap-ins:

Shap-in | YWendar |*
[ active Directory Domaing and Trusts
[ Active Directory Sites and Services
[ Active Directory zerz and Computers
g:lfl.-’-‘-.n:tivex Control

Certificates bicrozoft Corpaoration
@ Companent Services Microsoft Corporation
Q Cormputer Managerment kicrozoft Corpaoration
Device Manager Micrazaft Corparation
@ Disk Defragmenter Executive Software Inte. ..
Ciizk K t
I;I izk. M anagemen LI
— Description

The Certificates snap-in allows pou bo browse the contents of the
certificate stores for vourzelf, a service, or a computer.

Add Cloze

13. Locate the Encrypting File System certificates in your Personal certificate store.
(In the Certificates snap-in, open your Personal folder, and then open your
Certificates folder. The certificates are clearly identified by theitntended
Purposes description.)

14. Right-click each certificate, click All Tasks, and select the Export option. This
starts the Certificate Manager Exportwizard.
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Certificate Manager Export Wizard I

Welcome to the Certificate Manager
Export Wizard

This wizard will copy certificates, certificates trust lists and
certificate revocation lists from the certificate stare to
wour digk,

What is a certificate?

A certificate iz issued by a certification autharity to canfirm
waur identity ta athers. Once issued, the certificate can be
uzed to protect data such as email, o to securely connect
to another conmputer.

Yhat is a certificate store?
A certificate store is a system area where certificates,

certificate trust lists and cerificate revocation lists are
stared.

Click Mext to continue or Cancel to exit.

< Back Cancel

15. Click Next.

16. Choose to export with private key. ClickNext.

Certificate Manager Export Wizard B E I

Export Private Key with Certificate
Indicate if you want ta expart the private key with your certificate.

Private keys require pratection. |f you want to export the private key for the selected
certificate, you will be required to enter a pazsword o the following page.

Do pou want ko export the private key with the certificate?

Mo, do not export the private key

< Back I Mest > I Cancel |

17. The export format available is Personal Information Exchangd*’KCS#12, or
.pfx—personal exchange format. ClickNext.
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Certificate Manager Export Wizard

18. Provide the password to protect the .pfx data. ClickNext.

Certificate Manager Export Wizard

19. Provide the path andfile name where the .pfx data is to be stored. ClickNext.
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Certificate Manager Ezport Wizard I

Export File Name
Enter the name of the file that you want to export.

File narne:

d:docshefzcert pfe Browse... |

< Back I Mext » I Cancel |

20. Alist of certificates and keys to be exported is displayed. Clickinish to
confirm.

21. Click OK to close the wizard.

Certificate Manager Export Wizard ﬂm I

Completing the Certificate Manager
Export Wizard

You have successfully completed the Certificate Manager
E xport wizard.

Y'ou have selected the following for the export operation;

File Name ddocs!
Export Keys Yes
Include all certificates in the certification path Mo

Filz Farmat Persana

Certificate Manager Export Wizard [E3

The export was completed successfully.

A

¢ Back Cancel |

This exports the encryption certificate and private key to a .pfx file thamnust be
backed up securely.

To restore your encryption certificate and private key on a different system

1. Copy the .pfxfile to a floppy disk, and take it to the computer where you want to
import the encryption certificate and private key.

2. Start the Certificates snap-in as described in the procedure for backing up your
encryption certificate and private key.

3. Right-click the Personal store, click All Tasks, and selectimport... to import
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the .pfx file.

J Console  Window  Help |J 0O = |

'fii Console Root',Certificates - User {Administrator),Personal
Jﬂctian Wigwy |J<3='-|'| |E||@

I:l Console Rook Chject Tvpe
EHED Certificates - L [(certificates

an[:l Find Certificates. .. |

Find Certificates. ..

Request Mew Certificate...

3
hevWindow from Here
m

Mew Taskpad. .,

ldd a certificate  pefresh

Expork Lisk, ..

Help

This starts the Certificate Manager Importwizard. Follow the wizard steps to

successfully import the certificate and private key.

Provide the path to the .pfx file.

Certificate Manager Import Wizard 2 x|

Select File to Import
Y'ou can gpecify the file to be imported.

File name:
[h\docshefscert. pfa

Mote: bore than one certificate can be stored in a single file in the following formats:
Perzonal Information Exchange- PECS #12 [PF=]
Ciyptographic Message Syntax Standard- PECS #7 [[PYC)
Microzoft Senalized Certificate Store [[STR]

¢ Back | Mext » Cancel

Type the password to unwrap the .pfx data.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Certificate Manager Import Wizard

7. Choose to import the data to the Personal store.

Certificate Manager Import Wizard

8. Click Finish, and then click OK to start the import operation. When the import is
complete, click OK to close the wizard.
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Certificate Manager Import Wizard ﬂm I

Completing the Certificate Manager
Import Wizard

Y'ou have successiully completed the Certificate Manager
Impoart wizard.

V'ou have zelected the following for the import operation:

Certificate Store Selected by User  Personal
Caontent PR
File Name D docshefscert pfx

Certificate Manager Import Wizard
NT Security Alert

Iimaiiig = A e g @ The import was successful

¢ Back I Finigh I Cancel |

Once you have the same keys available, you can transparently use encrypted files
that may have been backed up on different computer.
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Folders and Files On a Remote Server

You can transparently encrypt and decrypt files and use encrypted files stored on a
remote server. This works whether you access those files remotely or log on to the
other computer locally. However, you must remember that when you move
encrypted files around usingbackup and restore mechanisms, you must ensure that
the appropriate encryption certificate and private keys are also moved to allow you
to use the encrypted files in their new destinations. Without correct private keys, you
cannot open or decrypt the files.

Note If you open the encrypted file over the network, the data that is transmitted over the network by
this process is not encrypted. Other protocols, such as Secure Sockets Layer/Personal
Communication Technology (SSL/PCT) or Internet Protocol Security (IPSEC) must be used to encrypt
data over the wire.
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ADMINISTRATIVE
WALKTHROUGHS

3.

Securing the Default Recovery Key on a Stand-alone

Computer

As part of the local administrator’s initial logon, a default recovery policy is set up on
each stand-alone computer. This policy makes the local administrator the default
recovery agent for the computer.

To change this policy

1. Right-click My Computer, and select Manage. This invokes the Computer
Management snap-in.

Open
E=plare

Map Hetwork Drive...
Dizconnect Metwark, Drive. .

Create 5 hartcut
Rename

Froperties

Select System Tools, select Group Policy, select Computer Configuration,
select Windows Settings, select Security Settings, select Public Key

Policies, and then click Encrypted Data Recovery Agents

','m compmgmt - [Computer Management [Locall\System Tools\Group Policy Editor\Computer Settin... =] E3 I

J ¥ Action T Wiew

e eampBE R

@ Computer Management [Local]
Elm System Tools

F-[20 Local User Manager
-2 System Information

-8y Services

B- Group Palicy Editar
EIQ Computer Settings

7] Software Policies

& Disk Quata Settings
Scripts - Startup/Shutdown
Security Settings

-2 Account Palicies

28 Local Policies

-ze] Event Log

{8 Restricted Groups

{8 System Services

{8 Registry

=-[Z Public K.ey Policies
a Encrypted D

[]---@ User Settings

- File Service Management

1

Status

There iz no policy defined.

-
» 1

| i

|Enc:rypted [ata Recovery Agents store containg no certificates. |

You see a selfsigned Administrator certificate in the policy. This makes the
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local administrator accountthe default recovery agent. If you delete this
certificate, you have an empty recovery policy, which turns EFS off. EFS
doesn't allow encryption of data if there are no recovery agents set up.

To protect the recovery key associated with this certificatestart the
Certificates snap-in (as described in the sectionRestoring Files to a Different
Computer) in the local administrator account.

4. Inthe Personal store, locate the certificate with the descriptior-ile Recovery
in the Intended Purposesdescription. Use the procedure in the section,
Restoring Files to a Different Computer, to export the certificate and private key
in a .pfx file.

5. Once you have created the .pfx file, delete the certificate and the private key
associated with it from the Personal stoe. This ensures that the only copy of
the key is in the .pfx file.

6. Secure the .pfx file in a safe or locked cabinet. This file should be used only
when a file needs to be recovered.

Securing the Default Recovery Key for the Domain

As with the stand-alone computer, a default recovery policy is configured for the
domain when the first domain controller is set up. The default recovery policy uses a
self-signed certificate to make the domain Administrator account the recovery
agent.

To change the default, lgg on as Administrator on thefirst domain controller of the
domain, and follow the steps above to secure the recovery key for the domain.

Requesting a File Recovery Certificate

If you decide to use the default recovery policies, you never need to request file
recovery certificate. However, in circumstances where multiple recovery agents are
needed for the domain or where the recovery agent needs to be different from the
domain administrator due to legal or corporate policy, you may need to identify
certain users as recovery agents, and these users must be issued file recovery
certificates.

To accomplish this, the following procedures must be completed.

An Enterprise Certificate Authority (CA) must be set up, if one isn’t available.
The policy on the Enterprise CA must allow the designated user/agents to
request and obtain a file recovery certificate.

Each user must request a file recovery certificate.

To set up an Enterprise CA
1. Sign on to any domain controller.

2. Click Start, point to Settings, and select Control Panel.
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3. Select Add/Remove Programs from Control Panel on any domain controller.

4. Choose to install the Certificate Services, and follow the steps to install the
Enterprise CA. For more information, please refer to the documentinstalling a
Certificate Authority (CaSetup.doc) on your Windows 2000 Beta 3 distribution
media.

To create a policy for users designated as recovery agents

1. Create a group calledDomain Recovery Agents, and add the identified users to

that group.

2. Setthe policy on the CA to alow this group to obtain certificates for file
recovery purposes. For more information, please refer to the document,

Administering Certificate Services (CertSvc.doc) on your Windows 2000 Beta 3

distribution media.

To request a file recovery certificate

1. Once the CA is available and the CA policy is setup, each user should start the

Certificates snap-in as described in the sectionRestoring Files to a Different
Computer.

2. From the Certificates snap-in, right-click the Personal store, selectAll Tasks,
and select Request New Certificate This starts the Certificate Request
wizard.

Tﬂl My Certz - [Console Root\Certificate Manager - User [praentg]i\Persond

er] Congole  Window  Help

J'.-‘l'-.ctiu:un"'v"iew **E@
I:l Conszole Root lzzued To | |zzued By | E wpir
== Certificate Manager - L praeritg praeritg EA5

t:i::rcusu:uft.EDm PkiRootCa 5424
icrnsnft Com PkiBontCa /A

Find Certificates. ..

I:l Trusted F

: ) Find Certificates...

D Enterpris =y window from here —
& Intermed Request Mew Certificate. .
&[] Active 0| Refrash Irnpait...

[+ REQUES
Help

3. The first page of the wizard is informational. ClickNext to move on.
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4.

Certificate Request Wizard 2] I

Welcome to the Certificate Request
Wizard

Thiz wizard requests a new certificate from a certification
authority in your domain.

A certificate iz a confirmation of your identity issued by a
certifization authority, Certificates contain infarmation used
to pratect data, or to establish secure network connections.

A private key is the secret half of a public/private key pair
azzociated with a certificate. |tis uzed to digitally zign or
decrypt data encrypted with the comesponding public key.

Click Mext ta continue.

Cancel |

The next page provides information about CA and automatically locates the
appropriate CA. Note that you canchoose a different CA if you have a reason
to do so. Click Next.

Certificate Request Wizard [7]

Select a Certification Authority
Specify the certification autharity vou want to send the certificate request.

Certification Authaority:

Browse... |

Server name:

IF'KI_1 829 CA ntdev.microsoft.com

[~ Adwanced optiohs

< Back I est > I Cancel

5. Select EFS Recovery Agent, and click Next.

24

Microsoft Windows 2000 Beta 3 Technical Walkthrough



Certificate Request Wizard HE I

Certificate Template

A certificate template containg preset property values for certificates.

Select a certificate template for your request.

LCertificate templates:

Administrator -
Authenticated Sezzion

Basic EFS
B00e Sgning

e [l
Smartcard Logon

< Back I Mest > I Cancel |

Provide a Friendly name that you can use to distinguish this certificate from

others in your store. ClickNext.

Certificate Request Wizard [ 7] I

Hame and Description for the New Certificate

The name and description for a certificate can help identify it armong other similar
certificates.

Enter a friendly name and description for the new certificate,

Friendly narme:

File Recovery Certificate

Description:

< Back I Mext » I Cancel |

The final page shows you thesummary. Click Finish to obtain the certificate.

Choose to install the certificate so that it is put in your Personal certificate store.
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Certificate Request Wizard [ 7] I

Completing the Certificate Request
Wizard

YV'ou have successfully completed the Certificate
Fequest wizard,

Y'ou have gelected the following for the new certificate:

Friendly Mame Filz Recovery Certificate
Accaunt Mame praeritg
b achine M ame FRAERITG-DEY
Certification Authority NTDEY ROOT 1823
Certificate Template  EFS Recovery Agent
C5P Microzoft Base Cryptographic Pro
1] | ol
< Back Cancel |

Now you have obtained a file recovery certificate. At this point, you need to do two
things:

Copy the certificate without the private key to a .cer file. You need to do this
only if the certificate is not automatically published in the directory. You need to
do this to enable the domain administrator to add it to the recovery policy.

Export this certificate with the private key to a secure .pfx file.

To copy the certificate to a .cer file

1.
2.

w

A A

Start the Certificates snap-in, and select the certificate to be copied.
Right-click the certificate name, and selectAll Tasks.

Select Export... This starts the Certificate Export wizard as described
previously in this document. Click Next to begin the export process.

Choose to export without private key. ClickNext.
Choose the.cer file format, and click Next.
Provide the file path, and click Next.

Click Finish to perform the export, and then click OK.

To export the certificate to a secure .pfx file

1.
2.

Follow the steps outlined in the sectionRestoring Files to a Different Computer.

Remember to delete the certificate and the private key from your store after you
have exported it to a .pfxfile. This key is highly sensitive, as it can decrypt any
encrypted file where the recovery policy is in effect.

Setting Up a Recovery Policy for the Entire Domain
Once recovery agents have been identified and issued certificates, the domain
administrator can add these certificates to the recovery policy as described next.
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1. Click the Start button, point to Programs, point to Administrative Tools, and
then select Directory Management.

2. Right-click the domain node, and chooseTasks.

3. Select Manage Group Policy.

'ii dza - [Active Directory Manager]

J% Conzole  Window  Help

ey FHEERR || E

J T Action ™ Wiew

(—

| 1 object(s]
@ Eﬁ.l:lgive Directory b anager M arne | Description
SO =
Find...
Change Domain Controller. ..
MHew 3
Fird...
Mew windaws from here Change Domain Contraller. .
Refrezh tanage Group Palicy...
Froperties
Help

This starts the Group Policy dialog box, showing the Group Policy Objects
(GPOs) associated with the domain.

4. Select the Default Encrypted Data Recovery Policyobject, and click Edit.
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Group Policy Properties |

General |
& Current Group Policy Object(z] for nkdesw
[aroup Palicy Object | Mo Overide | Dizabled |
AppDeploymentPalicy [gig... Up

Mo Auto Publizh Printers [f...
ntdevdomdefault

MTDEW EFS Palicy [praen...

charliec

by Docz CSC [farzanar)

LogonS criptDeploy [Farza...
Edit...

I

Bemove

[T Mo Overide: prevents child containers fram overriding Policy 2et in
the zelected Group Policy Object

[T Digabled: the Group Policy Object iz not applied to this container

[ Block Policy inheritance from all parent containers

k. I Cancel Sl

This starts the Group Policy Editor focused on that GPO.

5. Select System Tools, select Group Policy Editor, select Computer Settings,
select Security Settings, and then select Public Key Policy.

6. Right-click Encrypted Data Recovery Agents and select Add.
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Ir'ﬂl gpedit - ["MTDEY EF5 Policy [praeritg)” PolicyAComputer Settings... [l[=] [E3

J ¥ Achon T VYiew Hﬂ:' - E @
: Seripts - StartupShutdown ;I @

7-[C] User Documents & Settings
EI@ Security Settings i s i),
-5 Account Policies
Local Policies
Ewent Log
-8 Resticted Groups
@ Syztem Services
@ Reqistiy
-8 File System
@ Active Directoy Objects
Lg IP Security Policy
=123 Public: Key Policiss
a Encrypted D ata Re A
[:I Certificate Request Setting:
-2 Domain Foot Cerificate 50| Create...
-7 Certificate Trust Lists [elete Policy
- Application Deployrnent D

) Mew L4

H-4 Uzer Settings
@ . Tazk 3
1] | Wiew >

|f-‘u:|d an exizting certificate to the Group Policy a: Refresh

This starts the Add Recovery Agentwizard.

Domain Encrppted Recovery Agent Wizard E E

Welcome to the

Encryption File System
Wizard

Thiz wizard enables you to decrypt an encrypted file.

<Degoription of feature heres 1t should cover the
fact that uzers are allowed the ability to decrypt an
encippted file uzing thei “'data encrvption’
certificates.

Cancel |

Click Next.

You have the option to add recovery agents. If the recovery agent’s certificates
are published in the directory, use theBrowse Directory option. Otherwise,
you can use theBrowse Folders option.

Adding from directory resolves the user identity for the certificateand provides
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this information in the Users column.

Domain Encrypted Recovery Agent Wizard 7] x|

Grant Decryption Ability

Uzers can be zelected whaose certificates will grant thern access ta the encrypted
file.

Create a list of the uzers' certificates by either brawszing in the directary or in files,

List of users:

Usgers | Certific:ate Marne | |5’“EIIEﬁé‘é“iﬁ“ﬁ‘i‘[‘é&‘l‘é‘[‘;...

pracritg@ntdey. microzoft....  CM=pracritg@ntdey. micr...
Browese for Files... |

¢ Back | Mext » | Cancel |

Adding from a file shows USER_UNKNOWN. This is because adding the
certificate from a .cer file does not provide any Security Identifier (SID)
information about the holder of the privatekey.

Domain Enciypted Recovery Agent Wizard EH

Grant Decryption Ability

Jsers can be zelected whose certificates will grant them access to the encrypted
file.

Create a st of the uzers' certificates by either browsing in the directan or in files,

List of ugers:

Uszerz | Certificate Name | Browse in Directony.. |
USER_UMNEMDWM ChN=praeritg@ntdey. micr...

| Browsze far Files...

< Back Het » Cancel

9. Repeat this step to add as many recovery agents as required.

10. When you have added all of the recovery agents, clickNext and then click
Finish.
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Domain Encrypted Recovery Agent Wizard EHE

Completing the
Encryption File Sypstem Wizard

“Y'ou have successfully completed the Encryption File
System Wizard,

'ou are attempting to enable following uzers to
deciypt the file spstem:

Uszers | Certificate Mame |
praertg@ntdey.microz...  CM=praeritg@ntdesw.m...

< Back Cancel |

Setting a Recovery Policy for a Specific Organizational Unit
You may be required to establish a uniquerecovery policy for a subset of
computers in your domain. You can accomplish this by using the Group Policy
infrastructure. To do this, repeat the steps described above for an organizational
unit (OU) rather than a domain node.

In the case of an OU, youdo not have a default Group Policy Object that you can
simply edit. Therefore, you need to useAdd on the Group Policy dialog box to add
a new GPO.

Once you have added the new GPO, useEdit to start the Group Policy Editor and
then follow the same steps & above to define a different recovery policy for that
Oou.

Recovering a File or Folder

Recovery agents may need to recover files or folders if a user loses his or her key
or leaves the company, or if there is a legal requirement to do so. The process of
recovery is similar to decryption once the recovery key is available on the system.

To recover a file or folder

1. Back up the files or folder to a .bkf file from the system where they currently
exist. For complete procedures, see the sectionBacking Up an Encrypted
Folder or File.

2. Copy the .bkf file to the secured recovery agent’s computer. To do this, you can
use removable media such as floppy disk, or you can email the .bkf file to the
recovery agent.

3. The recovery agent should restored the files or foldemi the .bkf file locally on a
secured system. For complete procedures, see the sectionRestoring an
Encrypted Folder or File.
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4. Use the Certificates snap-in to import the recovery key and certificate from the
.pfx file to the secured system. See the sectionRestoring an Encrypted Folder
or File, for the import procedure.

5. Once the recovery key is imported into the context, you can simply open each
file, or you can use the Windows ExplorerProperties dialog box to decrypt
individual files or entire folders.

6. Once the decryption is complete, the recovery agent can recreate the .bkf file,
this time containing decrypted files and folders, and mail it back to requestor.

Disabling EFS for a Specific Set of Computers

In some cases, you may need to ensure that a stanehlone computer or some
computer in an OU (in the Active Directory) has EFS disabled. The best way to
disable EFS is to set an empty recovery policy. You can do this locally on the
computer using the local Group Policy Editor or by defining a GPO at the OUevel
with an empty recovery policy.

Note There is a difference between an empty policy and no policy. In the Active Directory where the
effective policy is an accumulation of Group Policy Objects defined at various levels in the directory
tree, the absence of a recovery policy at higher-level nodes (for example, at the domain node) allows
policies at a lower level to take effect. An empty recovery policy at higher-level nodes disables EFS by
providing no effective recovery certificates. On a given computer (stand-alone or joined to the domain),
an effective policy must have at least one valid recovery certificate to enable EFS on that computer.
Therefore, on a given computer, the absence of a recovery policy or an empty recovery policy has the
same effect— EFS is disabled.
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FOR MORE For the latest information on Microsoft Windows2000 network operating system,
INFORMATION visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD:MSNTS).

For the latest information on the Windows 2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughsis to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported via the
appropriate bug reporting channel and alias. Please make sure to adequately
describe the problem so that the testers and developers can reproduce it and fix it.
Refer to the Release Notes included on the Windows2000 Beta 3 distribution
media for some of the known issues.
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